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1 General notes

This instruction contains the necessary information to work with the User-definition
of the Babylon-System. The documentation is directed to qualified personal with
expert knowledge in installation und specification of control systems.

The correct operation of the hardware and the corresponding security and savety
aspects require the correct use of the software.

In order to give this document a clear arrangement, not all details of the possible
options of the program can be mentioned. If you should need further information,
please contact us under the address, which is mentioned on the first page of this
document.
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2 Version of the Program

This documentation refers to the following version of the software:

W3Udef.exe Date 20.01.2006

3 General remarks about the User-Definition

Within the user-definition the BABYLON system-administrator is able to define new
users with defined authorizations. These authorizations give the user special rights
and allow the user to do certain things.

For example:
- to have access to special menu programs after log-in.
- to start special system programs and to do administrational jobs.
- to change data.
- to control datasets. etc.

For example, a user who got assigned supervisor code ,A" is not allowed to change
datapoints within the datapoint-definition, which have supervisor code “B”.

An input for the user identification and a password are always necessary inputs, if a
new user is defined.

4 Starting the User-Definition

Ly

User
Definition {(IBO)

By clicking the button ,User Definition (IBO)“ the program
,W3Udef.exe“ starts and the mask with the list of already defined users opens.
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C# w3udef[1] P4

File Edit Help

=10 x|
= =
g B 229 €
) Index-List |-..) Authorisatiunsl
Usernd ‘Badge(optlonal) ‘FTEI |Menu |El|ucked |CI|em ‘Schedule ‘PSW—IntENa\ |Exp|rat|0nDate Last PSYWY change date
ABC 0o0z72 0o
Please type searcheriteria then press <Enters: |
[ = [ ¢ [ ¢ | /

After the system is installed the user ,ABC* with the password ,1234“ is defined by

default. This user has got all possible authorizations and can be used to define new
users. This user should be deleted after that for reasons of security.

5 Meaning of the Symbols and Datafields of the User-Definition

Exit program

Refresh displayed data

define new user-id

Change Index-Data of the user

Delete user
| Save changes, done to authorizations
4/19 Anderungen und Irrtimer vorbehalten
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Copy authorizations

Paste authorizations

Printing and HTML-Export

& B kB B

Show help

Attention:

These functionalities can also be accessed over the menus ,File® ,Edit“ and
LHelp*.

C# w3ndef [1] P4
File Edit Help
g

2 Reload Database

—_

Add new Userid

Change index data of Userid

.ﬁ Delete Userid
E:ﬁ Exit Prograrm

C#w3ldef[1] P4
File | Edit Help

[ Save changes of authaorisations
i ?

@ Copy autharisations ko Clipboard

-
- @ Paste authorisations from Clipboard
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Meaninqg of the datafields:

User-id:

Name or user identification of the user.

Badge (optional):

If an authorization reader is assigned to an operating station,
the badge number of the badge has to be identical with this
number.

FTB: Function-key authorization group (FTB-group) in case of a time
correction operator station.

Menu: Menu-version number for this user.

Blocked: Shows, if the user is blocked, or not. If the user is blocked, the
user is unable to log-in.

Client: Not used at the moment.

Schedule: Number of a timeschedule, which was defined within the
program ,W3Zplan.exe“, and is assigned to the user. Within
the active time period of the time schedule, the user is able to
log-in. Out of this time period a log-in is not possible. All of the
setpoints, corresponding to the time schedules are run by the
system, irrespective of what user is logged-in.

PSW-Interval: Interval in days, in which the password of the user has to be

changed. The user is requested to do the change by the
system. If the password is not changed, before the end of the
interval, for example because the user wasn’t logged-in for a
while, the user is able to log-in just for two times. If the
pasword isn’t changed then, the user is blocked from now on.

Expiration Date:

From this date on, the password is invalid. After that date the
user is unable to log-in.

Last PSW Change-
Date:

If the user has changed the password after he was requested
to by the system, the date of change is shown here.

6 Sorting the Datafields

To sort all entries of a column alphanumerical in an acended or descend manner,

click on the corres
column was sortet.

ponding column title field. In the example below, the user-id

Userid 4 |Badge (optional) |[FTE  |Menu  |Blocked  |Client | Schedule | PSW-Interal
ABC 000272 oo
hajor oo
Miller A, oo
Smith A, oo

Version: G_W3UDEF_V1.0
Verfasser: RR
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7 Selection of Datasets of the Index-List

In order to search for special entries within the existing entries, it is possible, to fill the

selection-fields with special criteria. The process of selection is started by pushing
the <RETURN> key.

In the following example those user-ids where selected, which start with an “M”.

C# w3ldef [1] P4

I IEEICIE

' Index-List

b Authurisatiunsl

Userid /  |Badge (optionall  |FTE  |Menu  |Blocked |Client  |[Schedule  |PSW-lnterval | Expirati
hajor oo
Mliller A, on

Flease type searcheriteria then press <Enter::

2 |4 2

To abendon the selection and show all entries again, you have to put away the
selection criterion and push again the <RETURN> key.

8 Updating Database

By clicking the button , the current stand of authorizations is uploaded from the
system and displayed. This can be necessary, in order to dismiss chabges, which
have not been saved and to recall the former stand.

9 Creating new User

By clicking the g button, the input-mask for defining a new user can be
opened.
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Add new Userid

Standard Datafields

Userid:

FTB-Group (A-F:
henu-ersion:
henu-Entry:
FPassword:

Repeat Passwoard:

Userid blocked:

Badgenumber {optional):

Client Ma. (narmal=0):

Cptional Datafields

Activated

2 Passward:
Repeat 2. Passward:

Timeschedule:

FPassword change interval (days):

Expiration date f time:

|

0o

01.01.2000

[

00:00

X Cancel |

Meaning of input-fields (standard data fields)

User-id: Put in name or user-identificatin of the new user. This input
must be done.

Badgenumber. If an authorization reader is assigned to an operating station,

(optional): the badge number of the badge has to be identical with this

number, which has to be put down here.

FTB-Group (A-P):

Put down here the function-key authorization group (FTB-
group) in case of a time correction operator station.

Menu-Version:

Pu down here the menu version number for this user.
If no input is done here, menu number 00 is used.

In Babylon, every user can have a special designed menu.
The number of the menu has to be identical with the XX within
the filenames “W3meXXG.386” or “W3meXXE.386” (in
directory “EXOS386D”). These menus can be designed within
the Menu-definition.

Version: G_W3UDEF_V1.0
Verfasser: RR
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Menu-Entry: Not used at the moment.

Password: Put down the password here. This input must be done.

With the program ,W3Sdef.exe®, (Sytem-definition) within the
register-card  ,security-rules®,  additional  security-rules
according to the password and the log-in can be fixed.

e.g.:
Minimum length of password
Minimum of numeric characters
Minimum number of special characters

Repeat Password: | The password, just put down has to be confirmed, in order to
control, if it is correct. If the repeated password is not identical
with the password the system puts out a message. This input
must be done.

User-id blocked: The user is not able to log in, if this flag is set.

Client No. (Normal |Not used at the moment.
=0):

Meaning of input-fields (optional data fields)

2. Password: Input of second password.

In order to allow a user to login only by permission of another user,
in the login mask, the input of a second password can be
necessary. This feature has to be activated within the
configurational file ,W3D.cfg“ by setting entry ,DoublePassword®
to ,1“. With a ,,0“ no second password is necessary while login.

] ¥3D.CFG - Editor - 10| x|

Datei Bearbeiten  Formak 7

Y

;ooublerassword 2 times 4 character as password
[Doub | ePas swor d=
-

| M

This feature can be activated by setting the flag in column
,7Activated®. If this flag isn’t set the feature is inactive.

Repeat Not used at the moment.
2. Password:

Timeschedule: |Into this field, the number of a time schedule can be put down,
which was defined within the program ,W3Zplan.exe®. Only within
the time interval, which is assigned to the time schedule, the user
is able to log in. The set-points of the time schedule are run from
the system, irrespective of what user is logged in.
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This feature can be activated by setting the flag in column
,2Activated®. If this flag isn’t set the feature is inactive.

Password In this field, the time interval in days can be put down within the
change interval |password has to be changed. The user will be requested to
(days): change the password by the system. Therefor the program

SW3NEWPSW.exe" is started.

This feature can be activated by setting the flag in column
LJActivated®. If this flag isn’t set the feature is inactive.

Expiration date |Here the date can be put down from where on the user will be
| time: blocked. After this date the user cannot log in anymore.

This feature can be activated by setting the flag in column
,2Activated®. If this flag isn’t set the feature is inactive.

9.1 Defining Authorizations

One way for to define dialog authorizations, categories, supervisor codes and
access-levels for a new defined user is to use a user, who already has got similar
authorizations. After the installation of BABYLON the user ,ABC" is the only possible
user of the system. The authorizations of the user ,ABC* are very easy to copy and
to paste into the new user in the following way:

Marking user ,ABC*“ and clicking the register-card ,Authorizations. Now the mask
with the overview of ,Dialog Authorizations®, the ,Categories and supervisor codes*”
and the ,access-levels” of the user opens.

10/19 Anderungen und Irrtiimer vorbehalten
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C# waudef [1] P4 o =10 x|

EF IR IGIEEIEIE

7 Index-List = Authorisations |

4 ||Userid ‘Badge(optlonal) ‘FTEI |Menu |El|ucked |CI|em ‘Schedule ‘PSW—IntENa\ |Exp|rat|0nDate Last PSYY change date |
¥ ||ABC 000272 00

I\f Dialog Authorisations | =1 Categories and Supervisorcodes | B sccess-Levels | || M

System-Configuration

User-Definition {(W3Udef)
Network-Administration (W3Port)
System-Definition (W3Sdef)
Holiday-Definition {(W3Holi)
Automatic programstarts (W3Autop)

B EE
EREREE

Allowed to logoff and close connection to server

System Operation and Information

=] Logbooks {(W3Log)
& Alarm-Handling (W3Aqueue)
= Protocol-Generator {W3Prot)
Personal Management

[ Personal Database {W3Pers)
Ea Badge-Layout Definition (W3Layout)

Badge Production {W3Card)

Telephone list (3$TELEDB)
Ea Yisitor handling {W3Visit, W3Visit2)

Personal database import {3$IMPO1)

Download badges and profiles in doorcontroller/reader

Access Control -
| = | = 4 )

4 || Userid Badge

After that e.g. using the up/down buttons ¥ |[Smith mark the new user (in

this case ,Smith“) and by using the button ,Paste authorizations from clipboard*”

By clicking the button ,,Copy authorizations to clipboard® the authorizations

of user ,ABC* are copied to the clipboard.

% paste the authorizations into the new user. In the following dialog, this action
ether can be stoped or continuoued.

® Do you really want to averwrite the Authorisations of the @
current Userid with the contents of the Clipboard?

X No |

Now the authorizations of the user ,Smith have to be adjusted as demanded by the
administrator.
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9.2 Defining Dialog Authorizations

Clicking on to the dialog authorizations with the right mouse-button is opening a pop-
up menu, which allows to realize the selected action for all items of the dialog
authorizations (e.g. Set all authorizations).

wa Dialog Authorisations | ~1 Categories and Supervisorcodes

3 User-Definition {W3Udef)
fl A ﬂ Expand all Modes (W3Port)
- 8 1 Contract all Hodes def)
| F [w] Set all Authorisations oli})
A & [_] Clear all sutharisations s (W3Autop)
Allowed to Iuguff and close connection to server

By clicking the directory symbols with the left mouse-button you can expand and
contract all nodes of the tree-structure. Clicking individual dialog authorizations with
the left mouse button activates or deactivates the clicked dialog authorization.

I\f Dialog Authorisations | ~1 Cateqgories and Sug

- User-Definition (W3Udef)
Change data
Add new entries

Delete entries

Change own Password

RO ®

Change Passwords af ather users

A tick within a field means, that the corresponding dialog authorization is activated for
this user in the system. No tick means, that the dialog authorization is not activated.

9.3 Searching for certain Dialog Authorizations

In order to search for special dialog authorizations, it is possible to put in search
strings.

Example:

If you want to find a dialog authorization, which could be important in the context of
the administration of visitors, you could put in the term ,visitor” into the input field,

visitar dh  dh.

and then click the left pair of binoculars. The focus now will jump to the entry of the
list where the term “visitor” first occures.

12/19 Anderungen und Irrtiimer vorbehalten

Version: G_W3UDEF_V1.0
Verfasser: RR



BABYLON - Software — Bedienerdefinition

IRL=TE

File Edit Help

gl e BSa9 €

7 Index-List -’ Authorisations |

A | Userid |Badge(0pt|ona\) |FTEI ‘Menu |El|ocked |CI|ent |Schedu|e |PSW—\ntervaI |Exp|rat\0nDate Last PSW change date |
w ||Smith A oo

I\f Dialog Autharisations | =1 Categories and Supervisorcodes | B sccess-Levels | ||wsit0r M 4

Ea Yisitor handling {(W3Visit, W3Visit2)
Personal database import {3$IMPO1)
Download badges and profiles in doorcontroller/reader

You can search for the next entry by clicking the right binoculars.

9.4 Defining Categories and Supervisorcodes

There are several possibilities to change categories and supervisor codes.

+ Dialog Authorisations || =1 Categories and Supervisorcodes | B sccess-Levels |

»lalBlc|p|E|F[e[H]l [ [K]L[M[N[o[P[a]R[S [T u]v [w]x|v|7 |
Categories (Cat1) for Alarmhandling: NN A NANAANA AN AN ANAA AN

Categories (Cat?) far Attrihute change: VA AN A AN A NANAANA AN AN A A

alBle[plE|r || s KL mnolralr|s T u v wix|¥|z|
Superizorcades far datapoints and graphics: A A A AAAAAAAAAAAAAAAAAAA A A

Supervisorcodes for personal database and profiles:
lolelolele ol Js el wiuJole o e [s [T o [v [wicv z | Asomearos oty sttty
VNN AN AN byIeftjr%htcllilcklingDntffecharactersA..Z. To set/clear
A AN AN A A AN NN | all supervisorcodes click leftright on the upper left fiald.
A A A A A A A A A A A A A A A A A A AN A A A
A A A A A A A A A A A A A A A A A A AN A A A
A A A A A A A A A A A A A A A A A A AN A A A
VN A NN AN AN NN
A AN AN A AN NN
A A A A A A A A A A A A A A A A A A AN A A A
A A A A A A A A A A A A A A A A A A AN A A A

EEEEFEEEE

In order to activate all categories, you can click the blue field in the left upper corner
using the left mouse button. In order to deactivate all categories click the same field
with the right mouse button. Deactivating and activating single categories, is possible
by clicking the corresponding fields with the left mouse button.

The same principles take place when you are working with ,Supervisorcodes for
datapoints and graphics®.

The same with ,Supervisorcodes for peronal database and profiles®. But additionally
the ticks can be set and reset for whole rows and columns. Clicking onto a figure (1-
9) by the left mouse button sets all ticks in this row. Clicking with the right mouse
button removes all of thise ticks. The same principles are valid for the columns, if the
letters A-Z are used.
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9.5 Defining Accesslevels

With the settings of the authorizations of access-levels it can be defined, which
access-levels can be administrated by the user. This means, which access-levels this
user for example can assign a to person respectively to the badge of this person.
After a new installation of the system, normally a user can administrate 200 access-
levels. In order to be able to administrate 300 or more access-levels except of by
default activated database No.22 ($$PROF1) database No. 23 ($$PROF1M) has to
be activated, too.

The corresponding menu is devided into two parts.

Accesslevel-Overview Selected group of 100 Accesslevels
000 | 100 | 200 | 300 | 400 | 500 | 600 | oo | 800 | ooo o | 1] 23] 4]s5]6]7]8]3s

0000 0000 |
1000 0010
2000 0020
3000 0030
4000 0040
5000 0050
BO0D 0060
7000 0070
B000 0080
5000 0090

In the left part, the authorizations can be selected in grpups of 100 authorizations. In
the right part the individual access-levels of the in the left part selected group can be
worked. By clicking the blue field located in the left upper edge by the left mouse
button, all groups of 100 access-levels each can be activated. By using the right
mouse button, all of them will be deactivated. The groups also can be activated or
deactivated row by row. Just click the blue fields (0000 - 9000) at the very left by
using the left or the right mouse button. In the same way the access-levels of the in
the right part (Selected group of 100 access-levels) selected 100-group can be set or
rest all together or row by row. Additionally every single access-level can be
activated or deactivated by using left mouse button.

Example:

In this example all access-levels of the first 100s-group are activated. You can see it,
because of the black filled redtangular of the 100s-group (0000 x 000), and because
of the ticks within the detail view.

Accesslevel-Overview

000 | 100 | 200 | 300 | 400 | s00 | Goo |
oooo I
1000
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Selected group of 100 Accesslevels
| 2 | 3 | 4|56 |6 |

N A RN SR AR R
CLLLLLLLL S

NN N NN NENENR N

4L L 4o

a0oo
ao10
o020
o030
o040
o050
O0s0
0oy o
O0s0
aos0

NN NENENENENRN =
COLLLLLL L4

LLLLLLLLL S
LaLLLLLLL 4
LLLLLLLLL 4
LLLLLLLLL 4

In the second 100s-group (0000 x 100) access-levels 100 — 149 and access-level
199 got activated. You can see this again within the Level-overview und in detail
within the overview “selected group of 100 access-levels”.

Accesslevel-Overview

000 | 100 | 200 | 300 | 400 | s00 | oo |

0000
1000 |

Selected group of 100 Accesslevels
| 2 [ 3| 4|6 |65 |

0100
0110
0120
0130
0140
0150
0160
0170
0160

0190 e

NENENENEN S
NPNENENEN S
SEAENEALY
SENENEALY
NENENEALY
RN NEALY
ENENEALY
NPNENENRNE

These settings have effects, if the user wants to define profiles for personnel within
the program (W3PERS).
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g
File Edit Settings
B 2 9 8 & b K|e & o a |

" =" Time-window 1 : 00:00 - 00:00
Frofile |Descnpt|0n |Altendam‘ MNurmber E‘ ] Weekdays

PO01 Al 0 Holidays

E---=# Access-level 0000 - 0199

Bl Access-level 0000 - 0019
E-=#* Access-level 0020 - 0039
S
=% Access.|level 0060 - D079
=% Access|evel D080 - D099
=% pccess-level 0100 - 0119

L

B
Pt
B Access-level 0120 - 0139
E-"#* Access-level 0140 - 0159
L[] Access-level 0140
-] Access-level 0141
- Access-level 0142
O Access-level 0143
O Access-level 0144
- Access-level 0145
- Access-level 0146
O Access-level 0147
- Access-level 0148
: O Access-level 0149
B Access level 0180 - 0199
-] Access-level 0199

L)

(E Time-window 2 : 00:00 - 00:00
& Time-window 3 : 00:00 - 00:00
- Time-window 4 : 00:00 - 00:00
23] Time-window 5 : 00:00 - 00:00
E! Time-window 6 : 00:00 - 00:00
flo | Time-window 7 : 00:00 - 00:00
Enter search-strings and press <Enter=
[has [ 286 [Total: [ |Selected : [ [ Tirme-window 1 ; 00:00 - 00:00

9.6 Saving Authorizations
In order to activate the changes, which were done to the authorizations, it is

=|
necessary to save the stand by clicking the button and to restart the system.

Normally a user who is defining a new user is allowed to activate all authorizations
for the new user, even those which he hasn’t got. If this shall not be possible, within
the system-definition flag 13 has to be set. In this case, every user can only set
those authorizations, which he has got. The next figure shows the necessary setting.

5% w3sdef[1] P4

File

¢ B

+ System flags

i "
Security rules

General System Flags

. 13 Operators can assign only those authorisations which they have themselves

D 14 Generate DLOG-entry on roomnumber-update
[] 15 Use american date-format { MMDD MY instead of DDAMMAY )
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Attention:
Basically, it is possible every time to change the authorizations of a user, not only
when defining one.

10 Changing Index Data of User

By clicking the button, you can change the Index-data of a user. On
principle, the menu is identical with the menu for defining a new user (Abschnit 9).

Change index data of Userid x|

Standard Datafields

Userid: Smith

Badgenumber (optianal);
FTB-Group (A-F: A

hMenu-“ersion:

hlenu-Entry:
Password:

Repeat Password:

Userid blacked: (4
Client Ma. (narmal=0): oo

Optional Datafields Activated
2 Passward: |

Repeat 2. Password:
Timeschedule:
FPassword change interval (days):

Expiration date / time: 01.01.2000 j a0:00

OO0

1]

X Cancel |

But in this menu it is not possible to change the user-id.

11 Deleting User

Within the mask of index-data, it is possible to delete a user by clicking the
button. Therefor you have to click onto the desired user-id and to click the dalete-
button. The user will be removed from the list.
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12 Printing and HTML-Export

Over the button %

Prink index: lisk

a new menu opens,

Print authorisations

el

HTML-Export af inde:x lisk

HTML-Export of authorisations

where it can be selected, if the index-list or the list of the authorizations shall be
printed out. By selecting one of these opportunities the Windows printer-menu opens
to select the printing options.

Additionally the Index-List and the list of the authorizations can be saved as HTML-
documents.

13 Show Help

By clicking the @ button the help-file opens. This file is located in the directory
,ex0s386d\help“ (the corresponding settings are made in the configuration file
"W3UDEF.CFG").
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